medical information websites. While many of them are intended for health professionals, more and more websites directly address the population with a view to providing information about health problems, self-care and prevention. Moreover, online health support groups, which provide social support and information, offer participants 24-h availability, anonymity and exposure to an increased number of opinions and expertise (Cline and Haynes, 2001) .
One also finds interactive applications on the Internet, such as programs for physical activities or smoking cessation (American Heart Association, 2002) . With these programs, it is possible to support participants by e-mail, track their progress with online personal activity calendars, and create virtual support groups where participants can interact. There are also experimental interactive modules for managing chronic diseases; patients, along with professionals, will be able to track and treat their disease, and prevent complications. There will 
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Interdisciplinary Health Research Group, University of Montreal, Canada also be the Internet-based medical record, accessible to the patients via their computers. With this record, health professionals will be able to transmit targeted information to their patients and vice versa. For example, it will be possible to integrate a list of healthy recipes into the record of diabetics to help them change their diet. Also, individuals will be able to record their glucose level, such that it will be available at all times for the physician (Jadad, 1999) .
This new era of health information technology thus has the potential for providing users with health information specific to their needs and characteristics (Robinson et al., 1998) . These new technologies also have shortcomings, however, which receive less attention and could hinder the above-mentioned potential.
QUALITY OF HEALTH INFORMATION ON THE INTERNET
The rapid development of medical information on the Internet raises the issue of its quality (Impicciatore et al., 1997) and of potential dangers related to its erroneous or unsuitable use (Allain et al., 1998) . At present, it is impossible to assess the magnitude of this problem because studies on the subject are not consistent with one another. While some authors consider that the quality of medical information on the Internet is poor (Doupi and Van der Lei, 1999; Latthe et al., 2000) , others feel that it is of equal value to information provided by other media (Sandvik, 1999; Hellawell et al., 2000) . These contradictory results are not surprising when we consider the large number and variety of sources for medical information on the Internet. Because of this problem, criteria for evaluating Internet health information quality have been developed by several organizations (Eysenbach et al., 2000; Winker et al., 2000) . These criteria take into account not only website content (quality, reliability, accuracy, scope, etc.), but also form (design, aesthetics, interactivity, use of media, etc.), accessibility (fee for access, navigability, functionality, etc.), credibility of sources, and confidentiality policy (Kim et al., 1999; Winker et al., 2000) . Until now, however, the impact of these criteria on the design and the use of health information websites has been relatively weak because they are subject to the good will of website designers, and also because users are unaware of them.
DISPARITY OF ACCESS
Although the Internet has the potential for greater equity in health knowledge, disparity of access to the Internet is a real threat to this equity Mandl et al., 1998) . While the proportion of the population using the Internet is growing strongly, and although more than half of all Canadians have access to this medium, access is not the same for all (Dickinson and Ellison, 2000) . In Canada, as in the US, Internet use is strongly connected to socio-economic status (Pew Internet and American Life Project, 2001). While 65.1% of households in the upper-income quartile regularly use computer communications, this proportion decreases to 13.2% for the lowerincome quartile, i.e. is nearly five times less. One finds the same phenomenon in the US, where even though the majority of the population use the Internet, some subgroups such as black populations with low incomes have almost no access to this new medium (Brodie et al., 2000) .
Age is also an important factor for accessibility, with what is labeled a 'gray gap' (Pew Internet and American Life Project, 2000b) . In Canada, 46% of people Յ55 years old are regular Internet users, but this percentage falls to 27.5% among 55-to 64-year olds, and to only 7.2% among people aged 65 years or over (Dickinson and Ellison, 1999) . Thus, it is the poorest and the elderly, i.e. those who have the greatest number of health problems and the greatest need for information, who are the least connected. The risk here is that even more medical and health knowledge is concentrated in the hands of the richest, thereby increasing social disparities in health .
However, one could argue that with time, Internet access will spread to the whole of society, as was the case with television. Moreover, there are several private or government initiatives intended to help households to buy computers and to supply Internet access (schools, libraries and subsidies to connect families in Quebec). However, universal access to the Internet will not eliminate disparities in the use of available health and medical information (Morris et al., 1997; Robinson et al., 1999) . Access is a necessary condition, but it is not sufficient. By way of comparison, we know that universal health insurance in Canada has not eliminated disparities in access to health care services (Kawachi and Kennedy, 1999; Santé Canada, 1999; Wagstaff and van Doorslaer, 2000) . In fact, the most important barriers to the use of health and medical information on the Internet are the difficulties in finding it and, for a large part of the population, in understanding and using it properly.
DIFFICULTIES IN FINDING, UNDERSTANDING AND USING HEALTH INFORMATION ON THE INTERNET
There are many sources of health and medical information on the Internet, and they are growing very quickly. In 2000, there were Ͼ70 000 health-related sites (Grandinetti, 2000) . However, there are very few tools to help people find relevant information in this mountain. For example, the scientific quality of information is difficult to evaluate by the public (Shepperd et al., 1999; Pandolfini et al., 2000) , for whom the most important thing is to be able to find the information they need, to understand it and to apply it (Pautler et al., 2001 ). The few studies on the subject show that this is not always the case. For example, Berland's study shows that when using the most popular search engines (AltaVista, Google, Lycos, etc.) to find information on breast cancer, obesity, depression or asthma, only one link out of five leads to a website with relevant information (Berland et al., 2001) . Furthermore, while available information is often valid, in many cases it is incomplete. Berland's study (Berland et al., 2001) demonstrates that important information for each of the selected health problems is missing on most of the studied websites. This lack can negatively influence user decisions. For example, lack of information about alternative treatments prevents users from making an enlightened choice. Moreover, locating accurate health information may also be difficult because of lack of userfriendliness and lack of permanence (sites disappear and change without warning) (Cline and Haynes, 2001) .
Once the information is found, and assuming that it is valid and complete, users must understand it and put it into practice (D' Alessandro et al., 2001 ). At present, most medical information websites present technical information to a population unfamiliar with medical literature. In addition, the difficulty with technical terms and the required reading skill level is also a problem. Berland's study (Berland et al., 2001) shows that English medical websites generally require high school level or greater reading ability. But nearly half of all Canadians have difficulty with written information in their daily activities (Direction générale de la promotion et des programmes de la santé, 1998), and in the US, people with the greatest health care needs have low information access due to lower health literacy level (American Medical Association, 1999) . These people, who are also those with little or no access to the Internet (the poor, the elderly, etc.), are excluded from these sources of medical information. But even with Internet users, it is likely that some of them have difficulties reading and understanding medical information displayed on this medium. Unfortunately, there is no information on the magnitude of this problem.
POTENTIAL FOR HARM AND RISKS OF OVER-CONSUMPTION
There is a potential for harm from Internet-based information because of the presence of inaccurate and misleading information. Besides the fact that information can be incomplete or based on insufficient scientific evidence, one can also find false or misleading information, particularly in regard to online support groups, where sensational anecdotes and unbalanced views are common (Pereira and Bruera, 1998) . For consumers who interpret information incorrectly or try inappropriate treatments, this could lead to a health hazard.
Another problem with the Internet is that it is now possible for pharmaceutical companies to promote their products directly and at very lost cost to consumers. Products can be promoted directly on company websites, in partnership with medical information websites, or by means of advertisement banners on other websites. These new ways of disseminating medical information carry important risks of conflict of interest and over-consumption of medication (Meyers, 2001) . Indeed, it is difficult for Internet users to distinguish between material promoting drugs and non-promotional information about health problems and their treatment. Furthermore, although the knowledge of various therapeutic alternatives allows patients to be better informed and to make enlightened choices, it can also lead them to press health professionals to prescribe useless medication. Finally, it is now possible to make more-or-less legal online purchases of drugs (e.g. Viagra), something that can pose a threat to people's health due to over-consumption, dangerous products, medicinal interaction, etc. (deKieffer, 2000) . In light of the above, the danger from a public health perspective is that the Internet could lead to an increase in the use of health services and drugs without engendering a positive impact on care quality, disease prevention or health promotion.
CONCLUSION
For educated people who know how to find useful information on the Internet regarding selfcare and disease prevention, and who also know how to deal with the health care system, the Internet holds great promise. Studies show that most Internet users are satisfied with the information they found and half of those seeking health information reported that their findings influenced treatment decisions (Pew Internet and American Life Project, 2000a) . But for the rest of the population, including the less educated, the elderly and those with many health problems, Internet promises will come true only if health information is designed according to their needs and capacities.
First, it will be necessary to facilitate Internet use by supporting access in homes and public places (public libraries, schools, etc.). It will also be necessary to develop new support services, such as the Internet on the television (WebTV) or Web-specific terminals that are simpler to use. It would be also interesting to combine the Internet with other media, such as NHSDirect from the National Health Service in Great Britain, which provides health information available both on the Internet and by telephone (National Health Service, 2002) .
Secondly, much work needs to be done in the area of organizing health and medical information so that it is easier to find, relevant, and ready to be used, even for people with a low level of health literacy. New information technologies can provide more visual and interactive learning opportunities than pamphlets and older forms of health instructions (Kickbusch, 2001) . To do so, medical information websites must be developed in partnership with lay people, especially those in need of health information. It is important to learn how people use the Internet, what information they need, and how this information must be organized and presented so that they can use it adequately to maintain and improve their health.
Thirdly, public health practitioners and health professionals must be integrated into the process of diffusing medical information on the Internet. Not only can they guarantee the quality of information, but they can also create a link between this information and their patients. They could, for example, suggest medical information to their patients by directing them to relevant websites (in particular via the computerized medical file, accessible to patients by the Internet and containing links to targeted medical information). While these new technologies will no doubt decrease the health professionals' power because they will share their knowledge, better informed patients could also improve their relationship with doctors and their compliance with prescribed treatments.
For public health, the challenge will be to facilitate health-promoting use of the Web among consumers in conjunction with their health care providers (Cline and Haynes, 2001 ). It will be particularly important to find incentives to include under-served individuals in the use of the Internet for medical information, because this population is the one that needs the most health information and that is the least attracted by these new technologies.
Finally, the major challenge in the coming years will be to measure the impact of the Internet, as a source for medical information, on health beliefs and behaviors, health care services, and population health to determine the extent to which the promise held by this new medium is fulfilled.
